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SUMMARY

POWERGRID, the Central Transmission Utility (CTU) of the country and one of the largest
transmission utilities in the world, is playing a strategic role in the Indian Power Séttbrthe
changed scenario, it would be even more important to maintain high availability of elements ensuring
the economic reliability with enhancement of efficigr& productivity in the field of transmission
sector. There was an urgent need to have a paradigm shift in operational philosophy i.e. to move from
manualoperation mode to unmannegeration mode from a Centralized Control Centre. If the
conventional/mamal method of O&M practice is continued, there would be a huge requirement in
additional skilled manpower for Shift operations round the clock at substations and for quick
restoration during outage of elements.

The Operation of all the substations fronCantralized Control Centre will bring down operational
expenditure significantly and will allow POWERGRID to retain leadership in transmission sector.
Thus, today POWERGRID is realising this dream in to reality with impeccable remote operations of
234 numier of EHV substations spread across the length breadth of country.

This full paper shall cover the major challenges experienced for adaptation and integration of different
type of EHV substations under NTAMC. The paper also discusses the methodologgdatiopt
overcome the above challenges for accomplishing the inevitable task of flawless remote operation of
substations. This paper is an attempt to consolidate these experiences and learning.
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1 INTRODUCTION

POWERGRID is responsible for coordinatiand sypervision for development of Intstate and Intra
state transmission systerAs on May 2020, POWERGRID owns 248nos EHV class substations
having 163,743ckm of transmission line and 412,459 MV A transformations capacity. POWERGRID
was decided to edihish NTAMC in 2010 along with Back up and 7nos as RTAMCs. The main

purpose of NTAMC s to control and virtual
from a centralized location.
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Figure 1. NTAMC System Overview

Major applications or building blocks of NTAMC system to accoshpthe task of virtual remote

operation of substations aasshown below:

SCADA/EMS- Rresponsible for
fetching and retrieving data from

all the POWERGRID controlled S/S

Remote accessibility and
Automated fault analysis system for
accessing the relays from remote
and analysis of fault

centre.

RTUs/Gateways at various
Substations for integration of
existing & new RTUs/SAS gateways
with the control centers

Visual monitoring system
comprising of video camera for live
streaming of the Substation
equipment to the operators for
virtual manning of substations

m Voice over IP, for communication
between control centres and
between substation to control

Figure 2. Major applications of NTAMC

POWERGRID has added 248 nos.EHlV substations since its inception, and currently successfully

managing remote control, monitoring & analysidaults for 234 nosof Substations from centralised
remotecontrol centre and working on accomplishing 100 percent remote operations ofisnbsta

near future. These substations were commissioned over the last few decades are in existence based on

df ferent type

of

nfrastructur e,

h a Acdovdimglyeid s ,

NTAMC, the adaptation & integration approaoh substations iscategorised in to 04 types of

substations.
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Conventional Substations-All the monitoring and control 141
CAT-I .
was carried out locally through the control panels
CAT-II Conventional substations with RTUs were used for Remote
operation.
68
CAT-III SAS based substations where all the I[EDs are
communicating via IEC 61850 protocol with local SCADA. ”
. 15
CAT-IV These are HVDC Substations.
CAT-I CAT-I CAT-II CAT-IV

TOTAL NO.OF COMMISSIONED SUBSTATIONS AS ON DATE : 248

Figure 3. Different category of Sibstations

To meet the requirement and necessity for uniform platform of different substations following
methodology/devices were adopted in NTAMC foraking suitable for remote operations of
substations.

1) The Remote Termindlnit (RTU) were installed at conventional and SAS based subwstdta

f
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Collecting and processing the digital status inputs, analog values and transmitting to master
station.

Communication to three number masters patelently over IEC 104 protocol.

Acquiring the data on IEC 6087101 protocol and transmission oveéfd 608705-104
protocol to control centres at SAS based and HVDC substations.

Communication with existing substation IEDs in IEC 61850 communication.

Extending the control commands whiclere issued from control centres.

2) TheBay Control Unit (BCU)were alg installed at conventional substations where RTUs are only
used for RLDC reporting only and not meant for remote operation. One number BCU was used for
3nos bays i.e.-DIA to fetch the Status of Switchyard equipment and associated control. The
other funtions of BCU are as follows:

=a =4 =4 =4 =4

Control of devices (Switchgear like Circuit breaker/Isolators, Reset of Relays)

VT selection and Synchro closing of circbieaker.

Interlocking to avoid unwanted operation of Switchgear.

IEC 61850 communication including Geamessage exchange

Acquisition of data from low level IEDs (like Multifunction transducers) over Modbus
protocol and transmitting the same to remote robicentres.

3) Installation of Different types of Transducers

Figure 4. Different Types of Transducers



4)

5)
6)
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Installation of different type of Relays:

1 Contact Multiplying Relay (CMR) used for multiplying the contacts, where potential free
contacts are not available

1 CB Open/ Close Relay used for opening and closing of circuit breaker, instead of extending
contol command directly from BCU/RTU.

1 Control Relays for controlling of isolators from remote and control auxiliary switchgear.

Installation of cameras for Virtualanning of Substations

Installation of Station Data Concentrator, Terminal servers and falkbsitkh etc to fetch the

disturbance recorder (DR) to control centre during tripping and also enables the remote

configuration of the Relays/IEDS in the Substatimm the Control centres

Installation of other control, communication cables and networkgpgpment like switches and

routers for establishing communication with control centres.

Challenges for integration of substations:

Implementation of architectarfor remote operation of different typé substations was tedious and
cumbersome task whigh having the constraints attributable to following factors:

a)

b)

c)
d)

f)

)
h)
i)
)
K)
1)

Implementation of adaptation work within the existing contrall aglay protection scheme of
substation without any addition of any new major items or up gradation in mostfiemsive
manner.

Mass scale adaptation of control circuit scheme at conventional substations in live charged
conditions of elements with optum utilisation of limited physical space available in existing
control room and panels

Ensuring the 100% safety requirement whiterking in the charged panels for adaptation works.
Taking care of economic aspect as it was complex task to adapt thelolditgy existing system
based set up of LT system, Aionditioning system, DG Set & Fifgghting system.

Compatibility and unifam configuration of database in substation gateways existing at site in SAS
based substations of different vendors.

Successfucompletion of end to end testing of huge volume of signals (approx. 6lakhsignals for
234 S/s) in limited period of time ensuritige 100% accuracy of tested signals even though some
of them could not be physically simulated on account of shutdown cinitstra

Development of dedicated communication infrastructure for reliable & secure communication
between control centre and substasi

Implementation of different type check synchronism funcitmoonventional substations.

Ensuring the adaptdity of relays for providing the disturbance record files in compatible format
uniformly across all the substations.

Optimum utilsation of cameras taking care of economic aspect and meeting the requirement for
100 percent virtual visualisation of swit@rd area from remote.

Consideration of Cyber Security related challenges.

Dedicated voice communication over IP (VOIP).

There wee also certain other challenges which had impact on the completion of project like

1 Complexities of digitizing multvendorlegacy devices to IEC 61850 protocol
Confidence building of engineers with new philosophy of operation
Training to operation anghaintenance man power for awareness of system.
Timeline to complete the project

Executing the project with full scope

Managhg human Resources

= =4 —a -8 A

The above challenges are not explained in detail considering the length of the paper.



3 Methodologies adopted tamvercome Challenges:

3.1 Implementation of adaptation work within the existing control and relay protection scheme
of substation

In conventional substations, all signals are to be hardwired through potential free contacts available at
site. For certain signglpotential free contacts are not available at site as those contacts are already
used for other IEDs like relays, Event legg, DR etc. In this case, CMRs are used to multiply the
contacts(ex auxiliary contacts of breaker/isolators etc) and to be tsguovide status input to the
BCUs/RTUs as well as existing substation IEDs. One of the toughest challenges is taictrey o
adaptation of CMR in existing panel due to space constraint and without disturbing the existing
substation scheme.
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Figure 5. Installation of relays in existing Relay and Control

One number of Local/Remote was used for each bay in control panel for isolating the control
commands from BCU/Control centre during maintenance activity of switchyard equipment and
Heavyduty latchingrelay for selection of
Auto Reclosure ON/OFF from remote.

Further, the conventional substations §
equipped withhand reset type Trip relay
for GroupA and GroupB protection, auto
reclosure lock out relays and Carrier Lo¢
out relays. These relays ate be reset
manually whenever it operates durin
tripping of elements. In order to carry ol
successful remote opaion of
conventional substations from remote, thgse
relays are to be made electrical reset so thg
these relays can be reset from NTAMC
through BCU/RTU. The most challengin
part is to carry out adaptation of different
make relays that are hand resenature for
converting into electrical reset b_y using | oo pefore o
solenoid etc instead of replacing the
complete relays. Figure 6. Adaptation of Relaysfor Remote Rest
3.2 Mass scale adaptation of control circuit sabme at conventional substations

Electrical Reset - After Adaptation

At conventional substations, control was being carried out lo¢dhigugh control panel. While
retaining the existing control scheme, adaptation of differentenaakl type of Circuit breakers,
Isolators etc were carried out by using a separate control relay instead of directly extending from
BCU/RTU Digital output card



Figure 7. Adaptation of control circuit scheme

Mal operation of single switchgear may lead adufe of complete BCU /digital output card which

leads to novoperation of balance switchgear. To avoid such cases, a separate relay was used for
control of Switchgear of main as well as auxiliary equipmargample control circuit which is being
adapteds as showrn Figure9.

3.3 Ensuring the 100% safety requirement while working in the chaged panels for adaptation
works

Majority of adaptation work was required to be carriatlio live panels as availing shutdown leads to
reduction in transmission systeavailability which is not feasible. So, during this entire activity,
safety of vendor and substation personnel was a key challenge. To ensure 100% safety of working
personnelcertain precautions like maintaining minimum safe clearance from chargedneatsgive

parts, mandatory usage of PPE (Personnel Protective Equipments) etc, training and checklist for
ensuring complete safety during adaptation works were ensured.

3.4 Taking care of economic aspect for automation of LT systenG set and Fire Fighting

system

Automation and remote control of auxiliary system is one of the major challenges as existing auxiliary
system scheme was never designed for remote operation and autoMatioperate the auxiliary
system from remote and unmanning of substationspmudjanges were done in existing auxiliary
system in a costffective manner.

3.4.1 LT System Automation:

Certain modifications were carried out in LT system for making it suitaisleeinote operation like

installation of Phase Reversal relays in MSB, Replacetm of SFU6s by MCCB6s/ AC
I nstall ation of O/ C & E/F relays in ACDB panel
Auxiliary contactors, timers, selection switatewiring for each Incomers of ACDB panels and its

Bus coupler and implemenian of Auto Changeover scheme in MSB and ACDB by using a
dedicated BCU.

3.4.2 Integration of DG systems:

Adaptation works involved for integrating DG set with control centre araedayi control cable from

the DG set to BCU, ensuring the availability of 05 sd#tBattery chargers & Batteries with provision

of change over selection switch, scheme implementation for Interlocking b/w DG set breaker &
ACDB incomers Breakers and implentation of logic for Auto start/stop of DG set through BCU and
during supply fdure etc.Similarly, adaptation of Air conditioning system for generating alarm to
control centre in case of failure, Hiighting systenfor controlling of deluge value, diesel engine and
monitoring of firefighting system pressure, Jokey pump runnirgjust etc were also carried out.
Laying of control cable from switchyard to RTU/BCU and extending these signals to remote control
centre isa challenge. Different types of transducers, CMR and contactors were used for control and
monitoring of these systems



3.5 Compatibility and uniform configuration of database in substation gateways existing at site
in SAS based substations of different vendors

SAS substations are newly commissioned substations which are having substation automation system
based on IEC 618and have all the parameters, device states, status of protection equipment,
monitored and available in a local SCADA system. These sidwatre equipped with gateways

which send data to RLDC and RHMI in IEC 6085Q01 protocol. A protocol converteeiRTU was
provided at these substations which converts the IEC 68801 communication protocol from the
existing Substation gateway tBC 608705-104.
These SAS systems are commissioned
different vendors, which are having the
proprietary configtetion settings. Integration of
these gteway with NTAMC RTU was anothe
key challenge Certain mpor challenges are a
follows:

by

NTAMCSYSTEM

T Support from Vendor

1 Availability and healthiness of Spar
communication port in existing substatig
gateway to acquire datan IEC 101
protocol.

1 Configuration of gateways in HQGT
HOT/ACTIVE-ACTIVE mode

1 Identification and Mappg of IEC 101
addresses with NTAMC RTU

1 Availability of all signals as per NTAMC

requirement.

Figure 8. Basic Architecture of SAS based
Substations
Fortunately, the vendor who supplied the RTU/BCU at substations and SCADA systems at control
centre was also having their SAS systems at some of the substattbnecessary readiness in SAS
gateways was ensured in early stage of commissioning itself.
To mairtain uniformity is data reporting at control centre an interoperability profile was standardised
which was implemented in all type of SAS gateways as weN'BAMC RTUs for smooth data
exchange between Substation and control centre.
3.6 End to end testing of &gnals:

Finalization of signal list as per site specific
scheme and availability of signals.

Control Centre Level
Substation Level Ensuring the correctness of control centre
end database ( RTUTOP/SUBTOP/DISPLAY)

Ellnr?ta“in E:gnul

- il
' Digital)
|

\

Data will be
Converted and i i
transmitted over n.ﬁ-]?ur;;::ﬁ?;:lsm
IEC 104 ta atew:
NTAMC,RTAMC & g o

BNTAMC

Flow of data from substation to Control
Centres

Ensuring the correctness of signal correction
in substation end gateway/RTU/BCU

Ensuring the correctness of interlock logics
during end to end testing

Cross verification of address for the signals
which cannot be tested in live condition.

Ensuring the grouping of signals which are
reporting against a single signal

¥

Figure 9. Sequence of End to End testing

One of the major challenges is to carry out the end to end testing of signals which are hardwired/Soft
integragd from local Substation gateways to control centres. Various checks need to be done for



ensurng the correctness of signals which are reporting at Control centres. Major steps involved in
data validation as shown below:

3.7 Development of dedicated communidgéon infrastructure for reliable & secure
communication between control centre and substations
The NTAMC system relies on multiple way data communication for exchanging of data and live
streaming of substations between NTAMC to Substations and NTAMC taMRT etc.
Communication between Substations to NTAMC and NTAMC to RTAMC etc is extremely aniport
maximum utilization of remote monitoring of substations in a reliable andeffestive way. A
reliable telecommunication network capable of handling dathvéteo channels for efficient and
effective transmission asset management is essential.

Remote Control Centres | RTAMCE @5

‘NTAMCE i

== ‘ ‘ g g Backup

= NTAMC

Redundant Links
POWERGRID

Telecom Network

Electronic Perimeter TV ice Y o) SUbSiatian
Firewall-1 E '_—:—‘-‘1 E =2 Firewall-2
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BCU [mm sas & rTu 0 == BCU
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Figure 10. Data Communicationfrom substations toRemote Control Centre

Dedi cated POWERGRI D06 s dual fibre net wor k was
considering cyber security aspect for renaperation of substations from centralized remote logatio

3.8 Implementation of different type checks synchronism function from remote in conventional
substations.

Synchro check function is wused for <closiepng of
Frequency and magnitude to safeguard against threanteection of two unsynchronized systems.

Under NTAMC, as single BCU was envisaged for complete dia (i.e 3nos of Bays) for implementation
in a costeffective manner. The VT inputs in BCU are beirsgd for implementing VT selection logic

to satisfy thesynchro check parameters defined in BCU based on substation topology like position of
CB, Isolators etc.
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Figure 11. Implementation of Synchro checkFunction

At SAS based substations Synchro Check logic is being implemented in respective BCU. Himwever
NTAMC single BCU used for 3nos bays. To implement a suitable logic with one no. of BCU is one of
the key challenges. As TMU card is having limited VT inputs, metering was done by using a MFT
(Multifunction Transducers). Accordingly, synchro check fiotdeveloped which manages 3 circuit

7



breakers, with dynamically defined voltage comparisons, in a fixed topology (also called One & half
breaker topology) or Double main transfer topology with 2 bays managed by Single BCU.

3.8.1 Ensuring the adaptability of relays for providing the disturbance record files in
compatible format uniformly across all the substations.

Remote accessibility System (RAS) is typically used for fetching the Disturbance Recorder (DR)
during fault of transmission elements and it wilhd¢he DR to AFAS server for quick analysis and
generation of report. It is essential to integrate all type of protection relays in RAS system for
maintaining the transmission system reliably and efficiently.

Figure 12. Basic Architecture of RAS system

The main challenge is to integrate different type of relays which are manufactured by different
vendors and are communicating in different proprietary protocols. Over a period of time majority of
relays are retrofitted to commigate over IEC 61850 protocolh@ RAS system is used to collect the

DR from different relays and converts the DR
control centre. It also provides remote access of relay for modification of relay settings fro
centralized location on needdm AFAS (Automated Fault Analysis system) is used to process DR
file for automatic generation of Fault summary and intimation to Line maintenance crew, system
operators and substation maintenance team. AFAS also maiatastralized repository of Fasll

data, detailed offline analysis, Report generation etc.

3.9 Optimum utilisation of cameras taking care of economic aspect and meeting the
requirement for 100 percent virtual visualisation of switchyard area from remote:

VMS system (Visual Monitoring Stsm) enables the virtual manning of substations from centralized
location. VMS system plays a key role along with SCADA system during controlling of switchyard
equipments. One of the major challenges for integration of ¥$m is installation of camevrim

charged switchyard area and covering the complete switchyard with minimum number of cameras. So,
location of cameras were finalized in such a way that each camera can cover the maximum area.

Figure 13. Switchyard view from VMS system at Control Cente



