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Market — Major factors driving
the revolution of energy systems ...

Decarbonization

“All electric world” — Fluctuating infeed — e-Mobility

Power production from renewables
Increases by over 300% between 2010 and 2030
Share of renewables goes up to 40% in 2030

Decentralization

Distributed generation — Microgrids — Energy autonomy

X New installations distributed power generation

Prosumer-
centric energy

Increases by over 150% between 2010 and 2030
Share of distributed goes up to 67% in 2030
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Digitalization
Connectivity — Edge computing — End-to-end

"

35 Major industrial companies will
'ﬂ using virtual avatars

By 2021, half of the major industrial companies
will be using virtual avatars, resulting in productivity
gains of up to 10 %
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Major Challenges

Time and Costs
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- Complexity of the protection system,
* Implementation is time consuming,

- Considerable efforts for testing & commissioning
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’ Outage Management
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 Faster energization (green field)
+ Shorter outages (planned & unplanned)
+ Substation extensions (brown field)
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Agility and Flexibility

2

 Validation of new products,
* Implementation of new protection schemes,

* Fault analysis very complicated

ﬁ\ Training and maintenance

 Training costs very high,
+ Test lab assets (costly)
+ Efficiency of maintenance
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Benefits
Save time & increase quality throughout the system lifecycle

Example scenario: Fault analysis, system optimization and upgrade

O

Without Replay fault Improve Settings Test new firmware

nificantly reduced

outage time / time-to-operation

.. and all this with

in our products and systems
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Introduction — Virtual testing of protection relay

Verification of parameter settings in relay

Current injection to check CT/VT configuration

Fault current injection to check protection function operation
Operation of CB and lockout with every protection function
Verify the logs and fault records on protection operation
Verify the signals generates for automation

Verify the execution of logics

Operation of BOs of execution of logics

XTI
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Introduction — Virtual testing of protection relay
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Verification of parameter settings in relay

Current injection to check CT/VT configuration

Fault current injection to check protection function operation
Operation of CB and lockout with every protection function
Verify the logs and fault records on protection operation
Verify the signals generates for automation

Verify the execution of logics

Operation of BOs of execution of logics
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Advantages — Virtual testing of protection relay

[Once relay configuration and tests et files are validated, it can be re-used in substation }

4 )
Virtual test can be performed from remote, practically anywhere in the world. Easy to

| get experts involved from any location.

g
Several people can work in parallel, for example wiring test at site and function test at
remote

.

p
Less time pressure on site and increased quality of the performed tests on site.

- J

p
Time reduced at site, its very helpful in case of far remote locations. Reduced cost of
\commissioning hence
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Advantages beyond project — Virtual testing of protection relay
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[ Convenient training }

.({7/3\‘ @ n
(2 cigre ATCO
Canada



Revisit the conventional testing lab — Virtual testing of protection relay

Several type of relays required to perform tests on various application according to field requirements
Workforce must be available in lab location, physical wiring changes, making connections per test required
Different software and licenses may be needed
Infrastructure to maintain the costly lab equipment's,

Maintenance expenses like, calibration
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Introduction SIPROTEC Digital Twin — Virtual testing of protection relay

virtual relay

configuration virtual test kit virtual
software relay
Relay _
configuration Relay test kit Relay to test
software
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Introduction SIPROTEC Digital Twin — Virtual testing of protection relay
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Pilot digital substation with IEC61850 process bus at 72kV Sullivan Lake substation (ATCO)

Station bus upgrade with IEC61850 at 240kV Louise Creek Substation (ATCO)
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Introduction SIPROTEC Digital Twin — Virtual testing of protection relay

SIEmENS B Supported
by all major
Web browsers

PC Internet Login Credentials

©

Don't remember your password?
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Access your SIPROTEC Digital twin in 5 steps— Virtual testing of protection relay

A 4

Open DIGSI 5 Export SIM file Connection to Import SIM SIPROTEC
project the Cloud Digital Twin

. o X
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Testing of transformer protection — Virtual testing of protection relay

e . EhnENSSIPROTI

20438 701T_87TA_51_50BF_7UTE6_RO, Test Breaker and GOOSE Sim ashutosh.s@siemens.com e:

Project Device List Routing Matrix Test Files Files for Apps

Import SIM files to portal

evice and switch on the devices
Device Name Type Configuration Version Device Firmware COM Firmware IP Address
V08.40 (Device) 172.16.60.60/24 (Port J)
7UT86 - TR 7UT86  \/08 40 (Communication) V08.40 v V0840 ¥ 10.0.242.148/22 (Port E)
7SX800 7SX80 V/08.84 (Device) V08.84 v 10.16.60.60/24 (Port F)

V08.83 (Device)
2043S 701T_87TA_51_50BF_7UT86_RO V08,83 (Communication) V08.83 w B vos.sa A 4l 172.16.28.129/16 (Port E)

: V08.83 (Device) 172.16.60.60/24 (Port J)
ol Brier el (See e Sl V08 83 (Communication) V08.83 v V0884 Al 172.16.28 200/16 (Port E)

Migration

Tool
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Testing of transformer protection — Virtual testing of protection relay

Select Routing Matrix Preset

20435 70MT_S87TA_51_50BF_7UTS6 R0, Test Breaker and GOOSE Sim

Device List Routing Matrix Test Files Files for Apps
Binary 20435 TOMT_87TA_51_50BF_T7UT... w9 Destination: Test Breaker and GOOSE Sim
Jevice

Type: Source:

4

Qutput (Source) | Input (Destination)

=
-
-
L

N
I o o
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en
=
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BO 2.2 (E:ETH-BB-2F0.Channel 1.PRP.both channel fail - U)

BO 3.1 (CBT01.Circuit break.. Trip/open cmd. - U)

BO 3.3 (CB501 Circuit break. Trip/open cmd. - U)

{
{
BO 3.2 (CET01.Circuit break.. Trip/open cmd. - U)
{
Apps (

BO 3.7 (CB701.Circuit break..Close command)

BO 3.8 (CB501.Circuit break..Close command)

I | -
I N
I o o
o
I o o
N o o |
I o o
o
N o
I o -
I o o
I o

LifeContact

Migration
Tool

Routing Overview (Type: Binary) 1 2 3 4
1-7UT86 -TR
2 - TSX800
3-20435701T_87TA_51_50BF_7U .. g}’

4 - Test Breaker and GOOSE Sim
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devices in soft as you make
wiring between devices in
field or lab



Testing of transformer protection — Virtual testing of protection relay

e @ @ @ @ @ Select Routed TestFiles

20435 7O1T_B7TA_51_50BF_7UTE26_RO, Test Breaker and GOOSE Sim

R _

w 20435 701T_87TA_51_50BF_TUT86_RO

Project

Device

Test

Result

Migration
Tool

4

CPU

Wi
W2
W13
11.5
1186
1.7
i3

50

50

50

50

50

50

Hz

Hz

Hz

Hz

Hz

Hz

HMI

o I L

w  2043S 701T_87TA_51_50BF_7UT86_RO

FA w0883
CFGv0s.83
FP: 1400
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device like CB is ready for
analog and Bl injection



Testing of transformer protection — Virtual testing of protection relay

e @ @ @ @ @ Select Routed TestFiles
20435 87T 508l Te

F_7UTEG_RO, Test Breaker and GOOSE Sim Simulation running - Injecting static inputs (Signal Generator)

« - b D N Apply the current, voltage
. - . g = or Bl needed to apply fault
112 3 A g 120 0 & 60 Hz tO the rEIay from In]eCtIOH
13 2 )a o | e module. Relay will be trip
; . 0 5 [z . as per the configuration
116 olAal & 0 g 50  Hz E
i1
W12
W13
' mise
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Testing of transformer protection — Virtual testing of protection relay

SIPROTEC DigitalTwin Test Report

User: ashutosh.s@siemens.com
Start time:
Stop time:

Report will be available
from SIPROTEC digital
twin

Devices

Name Product Code Firmware Version

Device:V08.83
COM:VD8.84

Device:V08.83

COM:V08.84

Config Version
Device:V08.83
COM:V08.83
Device: V08.83
COM:V08.83

IP Address (Port Name) Imported On

20435 701T_87TA_51_50BF_7UT86_RO TUT86-DAAA-AAQ-0AAAAQ-AVO111-23121B-BAA0D0-000ACO-CC1BAT-CH1 172.16.28.129/16 (Port E) 8/31/2022 1:09:31 PM

172.16.60.60/24 (Port J)

Test Breaker and GOOSE Sim 172.16.28.200/16 (Port E)

TUT86-DAAA-AAD-OAAAAD-AVO111-33121B-BAADDO-000ACO-CC1BA1-CH1CDO 8/31/2022 1:09:31 PM

Online access » VPN Client Adapter - VPN » 20435 701T_B7TA_

_S0BF_7UT86_RO (Assigned) » Logs » Fault log (<Unknown:=)

Devices
=] L‘ [i+ read log entries [§ Delete 6% 00 A [+
Time stamp Relative time try humber  Functions structure , Name Walue Quality Cause
¥ Load firmware to devices [~ ] = = I - | (All) (All) [=] Al [+] @ > | (Al o
.I} Upgrade project devices 8/31/2022 11.50:14.221 Faultlog
= | Import project 00:00:00:00.105 CBSO1 :Circuit break Break-current phs C 202A good (processitest) Data update
Documentation settings 00:00:00:00.619 CBS01 :Circuit break. Definitive trip off good (processitest) Data change A re po rt aISO Can be
» (@ Languages & resources 00:00:00:00.119 CBS01 :Circuit break. Definitive trip on good (processitest) Data change _ .
= [ig Online sccess 00:00:00:00.105 CBS01 :Circuit break Break. current 310/IN 0A good (processitest) Data update 1 derlved from IOgS retrleved

Y Displayhide interfaces 00:00:00:00.093 CBS501 :Circuit break. Triplopen crnd. on good (processitest) Data change 1 . >
? Connect to device 00:00:00:00.105 CBSO01 :Circuit break. Break-current phs B 200 A good (processftest) Data update fro m CO nfl g u ratl O n Software

» ] COM 00:00:00:00.105 CBS501 :Circuit break. Break-current phs A 197 A good (processftest) Data update

» 1l Microsoft Hyperv Network Adapter

00:00:00:00.269

FEH

CB701:50BF Ad.CBF 1

CB failure pole

phs A phs B ph...

good {processftest)

Data change

which is DIGSI5 in this

¥ _1l VPN Client Adapter - VPN 00:00:00:00.269 CB701:50BF Ad.CBF 1 Trip T2 on good (processitest) Data change
v ] 20435 701T_B7TA_51_SOBF_7UTB6_R. .. 00:00:00:00.189 CB701:50BF Ad.CEF 1 Retrip T1 on good (processtest) Data change Case

7,' Open Browser 00:00:00:00.093 CB701:50BF Ad.CEF 1 Fickup on good (processitest) Data change

:b Device information 00:00:00:00.093 CB701 :Circuit break Triplopen cmd. on good {processitest) Data change

e Refresh device data 00:00:00:00.105 CB701 :Circuit break Break-current phs A 0.0 A good (processitest) Data update

- _ Logs = 00:00:00:00.619 CE701 :Circuit break. Definitive trip off good (processitest) Data change

5 Operational log 00:00:00:00.105 CB701 :Circuit break. Braak -current phs C 809 A good {processftest) Data update

A Setting-history log 00:00:00:00.105 CB701 :Circuit break Break. current 310/IN 0A good (processitest) Data update

4 Faultlog 00:00:00:00.119 CB701 :Circuit break Definitive trip on good (processitest) Data change

Userlog 1 00:00:00:00.105 CE701 :Circuit break. Break-current phs B 768 A good (processitest) Data update
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Testing of transformer protection — Virtual testing of protection relay

|| Devices
=4 Q v [ Read records {4 Download 24 Startfaultrecord B T esv [ commmapEe 1999 + X
| Record list | 08/31/202211:50:14.221-1-_1... |
¥ Load firmware to devices b
=+ = i=| Py ' D | &%
3 EE L - % | 00 i~
E‘g Upgrade project devices E = 'h‘ — | Q a8 ‘ D[ ]lil i 9 B
7 . Mame: Projectt ~
Gt AP0 piC/Sce ) e Mpaa LSl ] RiSLA | File path C:\sers DIGSISAppDatalL ocaliTempi2\7344 242-1 0941330005 bb-9ced-477¢-b362-045be5981 6351 _3182
» __ED Documentation settings Cursor 1 116567 5 |(NoneJ Start time: 873172022 7/11:5013.721 AM
» (@ Lenguages & resources Wcursor 2 2831335 {None) SampiElate: 2o
- ) - ‘alue represertation: Secondary v
~ g Online access c2.c1 1 86567 & d
‘ Displayhide interfaces '
# Connect to device £
’ ;u COM E IP”.}JIIb w IIIGUII s ]
A Mi A 00
» _U Microsoft Hypers Network Adapter ] o 0 1 i 2l 2 tis
w [} wPN Client Adapter - VPN 1] ; | | | |
T T T T
~ [F] 20435 7017_87TA_S1_S0BF_7UT86_R..
7 Open Browser Tufmer 258k side:FdSym:Fundam -
[§ Device information ‘Iph:phs C angle/Deg |
2 Refresh device data 1
. " 50 i 10 20 30 40 s
4 Logs o o ] i ; ‘ :
(8 operational log u U U L
Setting-history log Tufmer prot.:87T diff. prot. )
Fault log :General:| diff:phs AMrObj 7 ‘
Userlog 1 B
Userlog 2 el oo 10 10 a0 40 \fs
Groundfault log op - } } } {
i | Switch. device lo "
s 4 Txfmer prot.:87T diff. prot. T
| Records | -General| diff :phs BAArObj ]
. zifsultRecords —
i1 indications gi 7 dlo 10 20 20 40 s
» Measurements g:g } b | } >

b A Test suite w
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Please note fault record in
comtrade format is also
available to download just
like a lab test or actual fault



Future use — Virtual testing of protection relay

Replay of the faults occurred at site in SIPROTEC digital twin

Tests of complicated protections schemes like multi-terminal line differential

Communication testing with substation automation system on IEC61850
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CIGRE-483 \Virtual testing lab for digital substation

Time Thursday, November 3, 2022

Tutorial 2 — Eau Claire

08:00 12:00 Siemens Canada
Digital Twins and the Energy System —

Interactive Tutorial Session
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